WPP Risk Register
Investment Risks

WPP IM Co fails to meet
Constituent Authorities’
investment objectives
agreed as clients

Financial / Reputational

WPP IM Co fails to
adequately account for
climate change, climate risk
and ESG factors

Financial

WPP IM Co fails to deliver
Local investment ambitions
of Constituent Authorities

Financial/Reputational

Reference:

o Advice received from WPP IM Co is deemed Deterioration in Constituent
unsatisfactory or ignored Authority Funding position

¢ Inability to implement strategic asset requiring increase in contributions.
allocations, in a timely manner Loss of confidence in WPP IM Co
¢ Adverse and unforeseenD9:F16 economic  causing reputational damage.
conditions.

* Ineffective Implementation of investment

solutions

¢ Underperformance of investment solutions

¢ Inadequate oversight of Investment

managers and delegates from WPP IM Co

* Fees paid within solutions are not

transparent and too high

JGC/WPP IM Co

Long Term

o Lack of knowledge on the impacts of Financial loss to assets held within
Climate Change, Risk and ESG Factors. the WPP and potential for

¢ Lack of knowledge on how the impacts of  stranded assets.

Climate Change, Risk and ESG Factors can be

managed.

JGC / WPP IM Co

Long Term

e Local investment objectives are not clearly Loss of confidence in WPP IM Co.
articulated, agreed or prioritised Reputational damage to WPP,

¢ Lack of objective criteria for evaluating local Increased governance scrutiny,
investment opportunities and potential financial and

¢ Insufficient WPP IM Co capability, capacity strategic consequences

or expertise

¢ Ineffective implementation of local

investment solutions

o Lack of suitable local investment

opportunities

e WPP IM Co prioritises other investment

objectives

¢ Unrealistic government objectives Long term

JGC/WPP IM Co

WPP - Wales Pension Partnership client side

WPP IM Co - Wales Pension Partnership Investment Management Company

Current Situation

Current Risk Controls

e WPP IM Co has an approved business plan in place,
which is regularly reviewed and approved by
shareholders

e WPP IM Co has a separate Risk Register, reviewed and
approved by shareholders

e WPP IM Co's performance is regularly monitored
against KPIs

e WPP has an oversight Advisor in place

¢ Engagement mechanisms in place between WPP IM Co
and the Constituent Authorities

e Shareholder agreement in place

¢ Client Service Agreements in place

¢ Appointment of a proxy voting and engagement
provider, who engages with managers and companies on
how they manage Climate Change, Climate Risk and ESG
factors

o Review regular reports from WPP IM Co, including
climate risk reporting

® Publication of a Responsible Investment policy and
Climate Risk Policy

¢ Annual Climate Change, Climate Risk or ESG related
training event

* Mechanism in place for Constituent Authorities to
highlight local investment opportunities to WPP IM Co.
¢ Due diligence undertaken by WPP IM Co on local
investment opportunities

¢ Use of external expertise and assurance where
appropriate

Scoring

Probability

Current

Target

Current

Target

Current

Target

Management and Monitoring

Progress Report and Action Required

This is a new risk and we are in the transitionary stage of the WPP
IM Co being set up. The risk to be reviewed in 12 months when the
5 year business plan is produced.

There continues to be progress in this area over the past 12
months, focussing on the evolution of the current risk controls.
Further key activities include:

e Continued dialogue with the Constituent Authorities on the
climate and sustainability agenda

e Evolution of quarterly reporting

¢ Discussions on additional responsible investment related policies

Actions required to ensure the Local investment ambitions of
Constituent Authorities are delivered:

e Constituent Authorities to clearly articulate local investment
objectives

e WPP IM Co to provide regular reports to Constituent Authorities
on current and planned local investment opportunities



WPP fails to comply with
existing or new LGPS
guidance and regulations
and is not prepared for the
outcomes of any
consultation or regulatory

change
G.1

Operational / Reputational

WPP IM Co fails to adhere
to agreed strategic
priorities, business plan and
budget agreed with
shareholders
G.2

Operational / Reputational /

Financial

The WPP becomes overly

dependant on a single or

limited decision maker or
decision making body.

G.3

Operational

The WPP fails to adhere to
its pre-agreed budget.

G.4

Financial / Reputational

e WPP is unaware and/ or ignores relevant  Potential Fines, loss of sovereignty

regulation, guidance and recent updates. and a negative impact on the
o Failure to identify possible outcomes and ~ WPP's reputation.
implications

* No means of monitoring regulatory

compliance.

* Mis-interpretation of how regulation and
guidance applies to WPP.

¢ Insufficient resources to meet guidance and
regulatory requirements, this includes Pooling
Guidance.

¢ WPP IM Co deviates from the Strategic Costs of WPP IM Co exceed agreed
priorities agreed with Shareholders budgets, failure to deliver CA

¢ WPP IM Co prioritising initiatives which are objectives

not set out in the business plan or agreed by

shareholders

¢ A number of decision makers or a decision- The WPP is inefficiently managed.

making body has a knowledge gap which Unsuitable decisions are made due
limits their ability to contribute/ influence the to a lack of challenge / debate/
decision-making process. input and variety of views.

* Resources and other commitments limit the
availability and input of relevant decision
makers and decision-making bodies.

¢ A number of decision makers or a decision-
making body is given or gains excessive
decision-making power.

e Unjustifiable levels of decision-making
power concentration

¢ Inappropriate estimation of required The WPP fails to meet its pre-
budget. agreed budget and/or has

e Failure to effectively manage costs of WPP inadequate monitoring of budget
activities and external provider fees. activities.

e Failure to maintain a means of monitoring
expenditure and remaining budget.

HA & OWG

Medium Term

JGC, OWG and IM Co

Long Term

JGC & OWG

Long Term

HA/JGC

Short Term

Current Situation

Current Risk Controls

¢ Maintain a mechanism for monitoring recent
regulations changes and progression toward meeting the
new requirements

¢ Engagement with key individuals and relevant
regulatory bodies (such as Scheme Advisory Board,
Pension Regulator and MHCLG)

¢ Appointment of an expert legal advisor

¢ Regulation and Governance Updates is a standing item
at each OWG meeting.

¢ Respond to consultations, seeking advice where
required

e Consider possible consultation outcomes and
undertake preparatory actions

* Robust Governance arrangements in place
¢ Shareholder forum in place

¢ Shareholder reps on the WPP IM Co Board
e Communication channels in place

¢ Ensure sufficient training takes place, dedicated
training policy in place

¢ Appointment of an Oversight Advisor to advise on the
WPP's governance structure

¢ Procurement and use of external advisors and
suppliers

¢ Use of a governance structure that ensure sufficient
scrutiny prior to decisions being approved

¢ Adoption of a governance structure that does not
allow high levels of decision-making concentration

¢ Annual review of WPP's resource requirements

e Scheme Member Representative appointed to the JGC
e Sub Groups used when additional debate/ discussion is
required on a certain matter

¢ Monitoring of expenditure, including external suppliers
¢ Engagement with relevant suppliers to ascertain
whether fees are due to change and/or in line with
expectation

¢ Annual Budget approved by the Constituent
Authorities

e Budget variance is reported to the JGC on a quarterly
basis as part of the Host Authority Update

Scoring

Severity Probability

Current
5 2

Target
5 2

Current
5 1

Target
5 1

Current
3 1

Target
3 1

Current
4 1

Target
4 1

Progress Report and Action Required

N/A

10
- N/A
. N/A
N/A



Current Situation Management and Monitoring

_ _ _ - coment sk Contrel e PrObab"ity Progress Report dfden ReqUired

o Lack of adequate procedures / Confidential/ commercially ¢ Ongoing training on best practice
understanding. sensitive data is leaked, stolen or ¢ Relevant WPP personnel are expected to complete CUITERE
The WPP fails to maintain o sy fficient knowledge of best practice in  misplaced. The WPP loses valuable GDPR training
and store records safely, regards to how to store personal data, data and intellectual property. The ¢ Adoption of a secure documents portal to hold
documentation is not filed y5c;mentation and records. WPP's reputation is negatively HA / OWG/ CAs relevant records and documentations
in a suitable mannerand - A 3¢k of suitable systems and IT solutions  impacted. The WPP is subject to ¢ Legal Advisor appointed to provide guidance on 4 2 8
personal data is not stored  y, f5jjitate and assist in the stD49:F560ring  financial penalties or fines. relevant regulation and interpretation of this regulation
securely. and maintenance of personal data, ¢ Suitable internal controls in place at the Host
documentation and records. Authority, including a cyber security policy
e The WPP in all instances minimise the amount of
G5 personal data that it processes or stores. It does not hold Target N/A
: or process any Member data
e The WPP will clearly identity documents/ emails and
other materials which contain confidential/ commercially
sensitive data
Financial / Reputational NMieafumn Tarmm e Secure methods of information sharing is available /
used 4 2 8
e External advisors and providers are informed and
expected to follow WPP’s own procedures in relation to
this matter
¢ Lack of adequate planning for closure of The WPP's reputation is negatively e Timetabled audit process
. . accounts. impacted. Potential referral to the e Engagement with external audit to discuss deadlines Current
The WPP fails to provide . .
suitable and accurate - Lack of resources leads to late or Scheme Advisory Board and the and forwar.d planning o
inadequate accounts. MHCLG. HA/JGC ¢ Appropriate level of expertise in place at Host
accounts by the statutory . . .
deadline. o Lack of sufficient knowledge/ expertise. Authority 4 1
* JGC approval cannot be provided due to e Accounts are externally audited by an expert
66 certain circumstances. N/A
Target
Reputational Medium Term
4 1
o Failure of WPP Personnel to state any Inappropriate decisions are made ¢ Declaration of conflict is an ongoing agenda item at the
potential conflicts. that are not in the best interest of Joint Governance Committee and Officers Working Group CONent
The WPP does not manage ° No policy in place which outlines how the WPP's stakeholders. The WPP Personnel/ ¢ Conflict of interest policy in place
aaififieis el ifiEmss, conflicts of interests should be managed. WPP's reputation is negatively Suppliers and Advisors  * Engagement with relevant bodies such as the Scheme 3 1
¢ Inability of WPP personnel to disassociate  impacted. Potential referral to the Advisory Board on best practice and relevant guidance
personnel interest from the interests of the ~ Scheme Advisory Board and the
G.7 WPP's stakeholders. MHCLG. N/A
Target
Operational / Reputational Medium Term
3 1
e WPP Personnel and/or key suppliers are The WPP is unable to work e Host Authority has business continuity/ disaster
unable to carry out work due to fire, extreme efficiently, required work is not recovery plan in place. Current
The WPP is unable to weather, epidemics. completed, key decisions are ¢ Majority of Personnel and Advisors are able to work
operate efficiently or carry ® Key system, IT systems, communication unable to be made. Potential WPP Personnel/ remotely
out its duties due to methods and portals fail. financial loss to assets held within  Suppliers and Advisors ® Numerous communications mechanisms in place
uncontrollable events. the WPP. Alongside, potential e WPP Personnel are located across several geographical 4 2 8
reputational risk or referral to locations
Scheme Advisory Board, Pension ¢ The Constituent Authorities have their own disaster
G.8 Regulator or the MHCLG. recovery policies, plan and procedures in place at local N/A
level. Target
e WPP’s key suppliers have business continuity / disaster
recovery plans in place
Reputational Short Term



o Failure to account for relevant guidance in
relation to good governance/ best practice.
* Inability to follow existing governance
structure and protocols.

¢ Inefficient delegation of duties and
resources.

¢ Governance structure does not allow for
sufficient time/ resources and debate on key
decisions and matters.

o Lack of resources or engagement by WPP
G.9 personnel.

¢ WPP personnel have conflicting prioritises.
¢ Decisions are not picked up internally in a
timely manner.

The WPP's governance
arrangements result in
inefficient management and
decision making.

Operational / Reputational /
Financial

o Different decision-making bodies are
unable to come to an agreement. Conflicting
interests and priorities of Constituent
Authorities.

e Governance structure does not provide a
mechanism or forum by which opinions and
differences can be reconciled.

¢ Sub-optimal number of decisions makers/
G.10 opinion

Difference of opinion/ or
views within the WPP can
not be reconciled.

Operational / Reputational /
Financial

o Lack of a suitable supplier monitoring
framework.

e Unsuitable/ undeliverable contractual
terms agreed.

* Poor communication with suppliers on the
WPP's requirements and expectations.

o Suppliers having lack of resources and/or
conflicting prioritises.

o Lack of engagement or attendance from
relevant suppliers.

¢ Decision made are not picked up in a timely
manner.

WPP suppliers fail to deliver
on their contractual
commitments and/or fail to
enact WPP's decisions in a
timely and effective
manner.

Operational / Reputational /
Financial

The WPP is unable to work
efficiently and required work is not
completed on time. Key decisions

are delayed or unable to be made, OWG/JGC( Qe
L . Advisor
resulting in inappropriate
decisions. Delays in decision
making leads to a negative impact.
Potential financial loss to assets
held within the WPP.
Long Term

The WPP is unable to agree on key

decisions leading to delays,

inefficiencies and alienation or

breakup of stakeholders. Potential WPP Personnel/
financial loss to assets held within ~ Suppliers and Advisors
the WPP and/ or reputational risk.

Medium Term

The WPP work in progress goes
uncompleted or is delayed. The
requirements of the WPP's
stakeholders are not met. The
WPP makes inappropriate
decisions which could result in
financial loss, inefficiencies,
reputational risk.

Oversight Advisor/ OWG

Medium Term

Current Situation

Current Risk Controls

¢ Governance Structure in place and codified in the Inter
Authority Agreement, including terms of reference

¢ Oversight Advisor in place to provide advice on
governance structure

¢ Engagement with relevant bodies on good governance
guidance and best practice

¢ Ongoing review of governance structure

e The WPP has a governance matrix in place which
clearly outlines the different roles and decision-making
responsibilities within the WPP

e The WPP’s governance structure focuses on giving
decision making powers to the Constituent Authorities,
with the aim of ensuring that decision making continues
to focus on the needs and requirements of the
Constituent Authorities.

e Business Plan and Work Plan in place to prioritise key
decisions and activities

e Shareholder agreement in place

¢ High levels of communication between decision
makers (and Constituent Authorities)

¢ Codified set of agreed/ united WPP objectives and
beliefs

e Regular scheduled meetings, and ad hoc meetings if
required, to facilitate the sharing and reconciliation of
views

e Oversight Advisor in place to provide advice on
governance structure

¢ Engagement with relevant bodies on good governance
guidance and best practice

¢ Ongoing review of governance structure

¢ Democratic decision-making process in place

e Clear escalation process in place if mutual agreement
cannot be reached

¢ Shareholder agreement in place

¢ Designated Legal Advisor and Oversight Advisor in
place to review contractual terms and commitments

e Regular service delivery meetings held

e Regular procurement and reappointment exercises
carried out

e The WPP has formulated contracts that have natural
break or exit points and minimal exit fees

¢ The WPP has a shortlist of reputable replacement
suppliers, via the LGPS National Framework Lots, who
can step in if required

¢ The Host Authority has expertise in contract and
relationship management

¢ Mechanism in place for officers to escalate any service
delivery issues

Severity

Scoring

Probability

Current

Target

Current

Target

Current

Target

15

10

Progress Report and Action Required

All new governance documents to be reviewed in 12/18 months.

The WPP have effective control measures in place, however it is
expected that there will be further scenarios, in particular around
WPP IM Co deliverables that may test this risk, so the risk score
will stay as 15 for the time being. To be reviewed within 12 months
post the establishment of WPP IM Co.

N/A



¢ Failure to encourage a culture of openness
in which personnel feel comfortable to flag
any potential cases of malpractice

¢ Not having suitable mechanisms in place to
protect any member of personnel, who
reports a potential issue, from victimisation or
unfair prosecution

¢ An inability to put in place and adhere to an
effective Whistleblowing Policy.

o Lack of adequate procedures

The WPP's fails to identify
and take measures to
remedy malpractice

G.12 o Insufficient knowledge of best practice
* Poor or insufficient communication
mechanisms
¢ Not allocating enough time or resources to
Financial/ Reputational the investigation of potential malpractice
¢ Knowledge gap of new or existing
The WPP fails to maintain personnel.
and foster appropriate  ° Unsatisfactory Training program.
expertise and knowledge * Poor attendance at training events.
amongst relevant personnel * Potential for risk to increase during local
election period.
G.13
Operational / Reputational /
Financial
¢ Inappropriate decisions are made due to a
. lack of input and opinions from relevant
The WPP fails to attract, . .
appoint and retain personnel, adviser .and/ or su.ppllers.. .
personnel, suppliers and e The WPP makes inappropriate decisions
' due to a lack of information/ knowledge/
providers. ;
advice.
¢ The WPP has insufficient resources to carry
G.14 out its work and deliver on its duty to
stakeholders.
* Host Authority not having sufficient or
Operational / Reputational / skilled resources in place
Financial
e The WPP internal communication strategies
are ineffective or not adhered to
* The WPP fails to articulate its beliefs and
The WPP fails to effectively opjectives to external parties.
communicate and engage  « The WPP is not forthcoming or active in
with stakeholders. seeking engagement with relevant external
parties.
G.15 e The WPP Communication Policy is not

effective or far reaching enough.
¢ The WPP doesn't have sufficient resources
to carry out the required communication and

engagement activities.
Reputational / Operational

The WPP is negatively impacted by
malpractice which may include
fraud, corruption, illegal activities
or unethical behaviour. The
malpractice may result in financial
losses, fines, legal action or
negative reputational impacts.

WPP Personnel/

Short Term

Knowledge gaps result in
ineffective action, inability to
deliver on responsibilities and

inappropriate decision making. WPP Personnel

Medium Term

The WPP, including the Host
Authority, is unable to meet the
requirements of its key
stakeholders. The WPP makes
inappropriate decisions which
could result in financial loss,
inefficiencies, reputational risk.

WPP Personnel

Medium Term

Inappropriate decisions are made
due to a lack of input, guidance
and advice from key stakeholders.
The WPP makes inappropriate
decisions which could result in
inefficiencies, reputational risk,
alienation and a loss of
engagement from key
stakeholders.

WPP Personnel

Medium Term

Suppliers and Advisors

Current Situation

Current Risk Controls

¢ The WPP has adopted a governance framework with
several checks and balances which are designed to limit
the potential for malpractice to occur

¢ Multiple means of communication are in place within
the WPP with a view to encouraging information sharing
and the ability to flag any potential concerns

¢ Monitoring officer in place at the Host Authority

¢ Conflict of Interest Policy in place

¢ Whistle Blowing Policy in place

e Effective training plan in place, including induction
training for new personnel

e Maintain a mechanism for accessing training
requirements

e Qutsourcing training requirements to specialists when
required

e Qutsourcing tasks to expert advisers when required
level of expertise cannot be met internally

¢ JGC member attendance recorded at each WPP
training session

o Effective training plan in place

* OWG personnel & oversight advisors are skilled to a
point that they could step in to fulfil short term skills
gaps.

¢ Robust filing, policies & processes in place to allow for
quick & efficient take over.

¢ Use of the National Framework for procuring suppliers
¢ Could utilise the expertise of personnel within IM Co, if
required

* WPP communication policy in place, covering internal
and external communication which is reviewed regularly
¢ Use of multiple communication channels

¢ Regular engagement with internal stakeholders (e.g.
meetings, bi-weekly calls and emails)

o Regular use of sub-groups where required

e Regular engagement with external stakeholders

¢ Annual update published annually

¢ Annual Report published annually

Scoring

Severity Probability

Current
5 1

Target
5 1

Current
3 1

Target
3 1

Current
4 2

Target
4 1

Current
4 1

Target
4 1

Progress Report and Action Required

N/A

N/A

With the set up of WPP IM Co, there has been a change in WPP
personnel which could cause a short term gap in relation to skills
and expertise. Risk to be reviewed in 6 months.

N/A



